KOMUTET MO OBPA3OBAHUIO
MYPMAHCKOW OBJACTHU

NMPUKAS

01.08.2008 Ne 1333

MypmaHck

00 yrBep:kaeHud TUNOBOM HHCTPYKIMH 110 OPraHU3ALMU AHTUBHPYCHOM 3aLUThHI
cpeacTB MHGOPMATH3ALUU B 00pa30BATEIbLHBIX YUpPeKICHUAX

B 1ensx TOBBIMICHWS AHTUBHPYCHOW 3alllUTHI CPEACTB WH(pOpMATH3alMH B
00pa30oBaTENbHBIX YUPEKICHHUSAX, MMOBBIIICHUS YPOBHS OTBETCTBEHHOCTH COTPYIHHUKOB
npu padbore ¢ HHGOPMAIIMOHHBIMU PECYPCAMU U B PaMKax peain3alliu MPUOPUTETHOTO
HallMOHAIBHOTO MpoekTa «O0pa3zoBaHue» MO HANpaBIeHUIO « BHeIpeHne COBpEeMEHHBIX
00pa3oBaTeNbHBIX TEXHOJOTHUI» MPUKA3BIBAIO:

1. VrBepauth  mpuiaraemyr0  THUIOBYIO  HMHCTPYKIMIO 1O  OpraHu3aluu
AHTUBUPYCHOM 3aIlIUTHI CPEJICTB MH(DOpMATU3AIMK B 00Pa30BaATEIbHBIX YUPEKICHUSIX.

2. PexoMeH/10BaTh  PYKOBOJUTENSIM  MYHUIIMIAIBHBIX ~ OPraHOB  YIpPaBIEHUS
o0pa3oBaHUEM:

2.1. JloBecTH HACTOSIIMK MpHKa3 A0 CBEICHUS PYKOBOIWUTENEH 00pa30BaTEIbHBIX
YUPEKICHUM.

2.2. IlpuHATh Mepbl MO pa3pabOTKE JOKAIBHBIX aKTOB, PETJIaMEHTUPYIOIINX
NEATEIbHOCTh 00pa30BaTENIbHBIX YUPEKICHUNW [0 AHTUBUPYCHOM 3alllUTE CPEJCTB
MH(pOpMaTU3ALINN.

3. PykoBomutrensiM  MOABEAOMCTBEHHBIX  0Opa30BATENbHBIX  YUPEKICHUN
pa3paboTarh JIOKAJIbHBIE aKThI, PETIAMEHTUPYIOIINUE NEATeIbHOCTh 00pa30BaTEIbHbIX
YUPEeKICHUN TI0 aHTUBUPYCHOM 3aIUTE CPEICTB MH(POPMATU3AIINH.

4. Ortneny JONIIKOJIBHOTO, OOINETO CPEIHET0 U CHEUabHOrO 00pa30BaHUS
(Wlyxar W.H.) coBmectHO ¢ MypmaHCKMM OOJaCTHBIM WHCTUTYTOM TIOBBITIICHUS
KBATM(UKAIMK PaOOTHUKOB oOpa3oBaHusi U KyiabTypbl (Tkau H.dD.) moaroroButh
coopuuk «HopMatuBHO-MeTOoAMUECKOE obOecrieueHrne MHGOPMATU3AIUN 00pa30BAHUS
B cpok 110 31 mas 2009 roxa.

5. KoHTpoJib 32 UCTIOTHEHUEM MPHKa3a OCTABJISIO 3a COOOM.

3aMeCTUTelb NpeACceaaTelsi KOMUTETA H.H. Kapnenko



YT1Bep:xaeH
IPUKA30M KOMHUTETA 110
00pa30BaHUIO
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TunoBasi HHCTPYKUHSA M0 OPraHU3ANUM AHTUBHPYCHOM 3alIIUTHI CPEICTB
HHpopMATH3aAINH B 00pa30BaTeJbHbBIX YUPEKIEHUIX

1. O0mme nos1oKeHNs
1.1. Hacrosimas UHcTpykuusa omnpenenser TpeOOBaHHS K OpraHU3ALMH 3aIUTHI
CpeacTB MH(MOPMATU3ALNUK OT Pa3pyIIAlOIIEro BO3ACHCTBUA KOMIBIOTEPHBIX BHPYCOB,
MOPSAJOK OpraHU3aluu paboT MO aHTUBUPYCHOM 3aluTe CpPeAcTB MHPOpMATU3alMU B

oOpazoBaTenbHOM yupexjaeHun (maiee — OVY), ycTaHaBIMBaeT OTBETCTBEHHOCTH
IIOJIB30BATENE M JOJDKHOCTHBIX Jull OV 10 aHTUBUPYCHOW 3alUTE CPEACTB
MH(}OpMaTU3ALINH.

1.2. O6pa3zoBaTenbHOE YUPEIKICHNE pa3padaThIBAET HHCTPYKIIAIO IO OpTraHU3AINH
AHTUBUPYCHOW 3alllUTHI CPEJCTB MH(OpMATHU3alMM HA OCHOBE HacTosiier TumoBoi
MHCTPYKIIMU TI0 OpraHU3allMd aHTHUBUPYCHOM 3alllUTHI CPEeACTB WHGOpPMATH3allUU B
00pa30BaTENbHBIX YUPEKICHUIX.

1.3. PykoBonuTens 00pa30BaTENbHOTO — YUPEXKACHUS HA3HA4YaeT JIMILO,
OTBETCTBEHHOE 3a OpPraHU3allMI0 AHTUBUPYCHOM 3alIUThI CpeACTB MHpopMaTu3anuu. B
NPOTUBHOM CJydae BCS OTBETCTBEHHOCTh 3a OOECIEYEHHWE AHTUBUPYCHOW 3alUTHI
CpelCTB MH(POPMATU3AINH JIOKUTCS HA PYKOBOJIUTENSI 00pa30BaTEIbHOIO YUPEKICHUS.

1.4. K ucnofib30BaHHUIO B 00Pa30BATEIbHOM YUPEKIACHUU JOMYCKAECTCS TOJIBKO
JUUEH3UOHHOE AaHTUBHPYCHOE TNPOrPaMMHOE OOECIEYEeHUE B COOTBETCTBUU C
TpeOOBaHUAMU JIEUCTBYIOIIEr0 3aKoHonarenabcTBa Poccuiickoit denepanuu (Norton
Antivirus, Dr. Web, Kaspersky Antivirus, NOD 32 u 1.11.).

1.5. Ilpu Hanuuuu B 0Opa30BATEILHOM YUYPEXKJIECHUU JOKAIbHOW KOMITBIOTEPHON
CETH U CepBepa PEKOMEHIYETCS UCIOIb30BaTh BEPCUI0 aHTUBUPYCHOTO IIPOrPAMMHOTO
o0OecniedyeHrs, TMO3BOJISIIOIIYI0  OpPraHMW30BaTh  LIEHTPAJU30BAHHOE  YIIpaBJICHUE:
YCTaHOBKA, HACTPOHKa, OOHOBJIEHNE AaHTHUBUPYCHBIX 0a3, aHTUBUPYCHOE CKAHHUPOBAHUE
1 cOOp OTYETOB Ha BCEX KOMITbIOTEpPAX JOJIKHBI OCYIIECTBISATHCS YIAICHHO Ha CEpBEPE
yupexaenus (Kaspersky Work Space Security, Symantec Antivirus Corporate Edition,
Symantec Endpoint Protection u T.11.)

1.6. TpeGoBaHUsI WHCTPYKIMM SIBJISIFOTCS OOS3aTENbHBIMH I BCEX PaOOTHHUKOB
00pa30BaTENILHOTO YUPEKIACHHS, UMEIOIIMX JOCTYI K THPOPMALIMOHHBIM PECYPCAM.

2. Tpe0oBaHMs K POBEIEHNUI0 MEPONIPUATHIA 10 AHTUBMPYCHOM 3a1IIMTE CPEACTB
uH(popMaTU3aLHMU
2.1. O0s3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJICKHUT:
- mobas wuHpopMmarus (TeKCTOBble (aiibl JOOBIX (opMmaroB, (aiabl JAHHBIX,
ucronHsiemMble (ailnbl), Moiyyaemass W IepeAaBaeMas [0 TeJIeKOMMYHUKAIIMOHHBIM
KaHaJaM;
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- uHpopMaIKsl Ha ChEMHBIX HOCUTENSIX (MAarHUTHBIX JTUCKaX, JieHTax, CD-ROM u 1.11.);

- BXojdAUlasg U ucxonsmas uMH(opManus (mepen 3anucbi0 Ha HOCHUTENIM HH(pOpMaluy,
apXUBHUPOBAaHUEM U OTIIPABKOM);

- (ailsibl, MOMENIAEMBIE B AJIEKTPOHHBIIN apXUB,;

- YCTaHaBJIMBaeMoe (M3MEHIEMOE) IPOrpaMMHOE 00ECTIEYEHHE.

2.2. ExXemHeBHO B aBTOMATHYECKOM PEKUME JOJDKHO BBIMONHATHCA OOHOBJICHHE
AHTUBUPYCHBIX 0a3 W TMPOBOAMTHCS AHTUBUPYCHBIM KOHTPOJb BCEX TUCKOB M (hailioB
MEPCOHAILHOTO KOMITBIOTEpA.

2.3. Moaynb aHTUBHMPYCHOM 3aIMTBHl JOJDKEH 3arpyKarbCsl aBTOMATHYECKH IIPH
3arpy3ke KOMIbBIOTEpa. 3aKpbiTHE MOIYJsS WIM OCTaHOBKa €ro paboThl Ha BCEX
KOMITBIOTEpaX JOJDKHA OBITh OTKIIFOUEHA MITH 3aKPhITa TAPOJIEM.

2.2. llepuonuueckue AQHTUBUPYCHBIE IPOBEPKU BCEX KOMITBIOTEPOB
00pazoBaTEIbHOIO YUPEXKACHUS TOJDKHBI IPOBOJUTHCS HE PEXE OHOTO pas3a B HEJEIIIO.

2.4. BHeouepeHOM aHTHBUPYCHBIM KOHTPOJIb BCEX TUCKOB U (PAliIOB MEPCOHATIBLHOTO
KOMIIBIOTEPA JIOJDKEH BBINOJHATHCA INPU BO3HUKHOBEHUHU IIOJ03PEHMS] Ha HaJMuue
KOMIIBIOTEPHOTO BHUpyca (HETUNHMYHAs padoTa MporpaMM, MOsIBIEHUE TIpapUuecKUx U
3BYKOBBIX 3((EKTOB, UCKa)KEHUM NaHHBIX, IponagaHue (ailyio, 4acToe MOSBICHUE CO-
OOLIEHUI O CUCTEMHBIX OLIMOKAaX U T.I1.).

3. llpopuiakTuka 3apaxeHust
3.1. OnmHuM U3 OCHOBHBIX METOAOB OOpbOBI C BHpPyCaMU SBISETCS
CBOEBpPEMEHHAs MPOPHIIAKTUKA, COCTOAIIAS U3 COOMIOAEHUS CIETYIOUIUX MPABUIL:

3.1.1. 3amUTUTh KOMIBIOTEP C TIOMOIILI0 AHTUBHPYCHBIX MPOTPAMM U TPOTPaMM
6e3omnacHoi pabotsl B HTepHeTe. Jljist aTOrO0:

o YCTaHOBUTHh AHTUBUPYCHYIO IIPOTPAMMY.

« OOHOBJIATH PETYISIPHO CUTHATYPHI YIPO3, BXOASIIME B COCTAB MPOTrPAMMBI.

«He BbIrpykaTh M3 MNaMsITH W HE OCTAHABIMBATh pabOTy aHTHUBUPYCHOMN
IIPOTPAMMBL.

3.1.2. TIposiBISTH OCTOPOXKHOCTH TPH 3alTMCH HOBBIX JAHHBIX Ha KOMITBIOTEP:

o [IpoBepUTH Ha MPUCYTCTBUE BUPYCOB BCE ChbeMHBIE AUCKHU (IuckeTsl, CD-aucku,
(rem-kapThl U 1p.) Mepel UX UCIOJIb30BAHUEM.

« He 3amyckarh HuKakux (QailioB, NpUIIEAIINX MO MOYTE, HE NMPOBEPEHHBIX C
ITIOMOUIBI0 AHTUBUPYCHOM IIPOTPAMMBI.

« OOpatuTh BHMMAaHHE Ha HajguuWe cepTudukara OE30MaCHOCTH  MPHU
YCTaHOBJICHHH HOBOM ITPOTPAMMBI ¢ KaKOTO-IHO0 BeO-caifTa.

o [IpoBepuTH ¢ OMOILIBIO aHTUBUPYCHOU ITPOTpamMMBbI Konupyembid u3 MHTepHeTa
WJTU JIOKAJIBLHOM CETH UCTIOTHsIeMbIN (aii.

3.1.3. Tlonw3oBatbest ceppucoMm Windows Update u perynsipHO ycTaHaBIMBAaTh
O0OHOBJICHUS omiepaIuoHHOM cucteMbl Microsoft Windows.



3.1.4. Co3matb JOUCK aBapuUHOTO  BOCCTAaHOBIJICHHUS, C KOTOPOTO IIpU
HEOOXOAUMOCTH MOXHO OYAET 3arpy3uThCs, MCIONb3Ys «UHCTYIO» OIEPALMOHHYIO
CUCTEMY.

3.1.5. [IpocmaTpuBaTh peryasipHO CIHCOK YCTaHOBJICHHBIX IPOTPAMM.
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4. I0J1)KHOCTHBIE 00SI3aHHOCTH T0JIb30BaTesIeil 10 AHTMBUPYCHOM 3alIuTe CPEACTB
uHopMaTH3aALUH

4.1. He mpepsiBaTh mpolecc OOHOBJIEHHUS AaHTUBUPYCHBIX 0a3 W aHTUBHUPYCHBIH
KOHTPOJIb BCEX JTMCKOB U (DailIoB MepCOHaIbHOTO KOMITBIOTEPA.

4.2. Tlpu oTmpaBKke W TMOJNyYEHHHM OSJICKTPOHHOM TOYTHI MOJB30BATENh 00s3aH
MPOBEPUTH HJICKTPOHHBIC MMChMa Ha HAaJMYKE BUPYCOB.

4.3. Ilpu uCronb30BaHUU CHEMHBIX HOCHTENEH, OCYIIECTBISATh UX aHTHUBUPYCHYIO
IPOBEPKY.

44. B cinydae OOHapyXeHHs IIpU MPOBEACHUU AaHTUBUPYCHOM MpPOBEPKU
3apaXEHHBIX KOMIIBIOTEpPHBIMM ~ BUpycaMd  (ailJloB WIM  3JNEKTPOHHBIX  IHCEM
MOJIb30BaTENHN 00S3aHbI:

4.4.1. TlpnocTaHOBUTH paboTy.

4.4.2. HemeyieHHO MOCTaBUTh B U3BECTHOCTh O (pakTe OOHApYKEHUS 3apaKeHHBIX
BUpPYCOM (haillIoB OTBETCTBEHHOTO 3a OO€cleueHWe aHTUBUPYCHOW 3alllUThl B
0o0pa3oBaTENbHOM  YUYPEXKICHHM, BIAJEIbla 3apaXE€HHbIX (ailioB, a TaKxe
COTPYJHUKOB, UCTIOIB3YIOIMIMX 3TU (aiiibl B paboTe.

4.4.3. COBMECTHO C JIMIIOM, OTBETCTBEHHBIM II0 AHTUBHUPYCHOM 3alUTE NPHUHATH
MEpBI K JIOKAJIU3allui U yIaJCHUIO BUPYCOB C MOMOIIBI0 UMEIOIIUXCS aHTUBHPYCHBIX
CPEIICTB 3aIIUTHI.

5. JI0JZKHOCTHBIE 00SI3aHHOCTH OTBETCTBEHHOI'0 JINLA 32 OPraHU3alUI0
AHTUBHMPYCHOH 3aIlMTHI CPEACTB HH(OPMATU3ALUN

5.1. JIuio, OTBETCTBEHHOE 3a OPraHU3allMI0 AHTUBUPYCHOW 3alllUTHl CPENICTB
uH(popmaTu3amu, 00s13aHO:

5.1.1. VYcranaBnuBaTh CpeACTBa AHTUBHPYCHOIO KOHTPOJISI Ha NEPCOHAIBHBIX
KOMITbIOTEPAX U cepBepax.

5.1.2. HacrtpauBathb mnapameTpbl CpPEICTB AHTUBUPYCHOTO KOHTPOJIS Ha
MIEPCOHATIBHBIX KOMITBIOTEPAX U CEpBEPax.

5.1.3. CBoeBpeMEHHO OOHOBJIATH AHTUBUPYCHbIE 0a3bl Ha MEPCOHATBHBIX
KOMITbIOTEPAX U cepBepax.

5.1.4. ExxeHenneNbHO MPOBEPATh KOMITBIOTEPHI HA BUPYCHI.

5.1.5. TIpoBOANTE BHEOUEPENHYIO MPOBEPKY B CIydac MOJO3PECHHS HA HAJIUYUE
BHUPYCOB WJIX MO MPOChOE MOJIb30BaTeNIel NePCOHATBHBIX KOMIIBIOTEPOB.



5.1.6. 1IpoBOaUTH B YCTAHOBJEHHOM IOPSAKE WHCTPYKTAK IO AaHTUBUPYCHOMU
3aIMUTE TOJIB30BATEIIEH IIEPCOHAIIBHBIX KOMITBIOTEPOB.

5.2. B cnywyae oOHapyKeHUs KOMIBIOTEPHOIO BHpYCa OTBETCTBEHHOE JIMILIO 3a
AHTUBUPYCHYIO 3aIUTY (WM JEWCTBUS pU OOHAPY>KEHUHU BUPYCA):

5.2.1. mpuHHUMaeT Bce HEOOXOAWMBIC MEpHI Il 00eCIeUeHUs COXPaHHOCTH
uHbOpMaIny;

5.2.2. mpuHUMAET BCe HEOOXOAMMBIC MEPHI T10 JIOKATM3AINHN U YIAJICHUIO BUPYCa:

5.2.2.1. oTKIJIFOYaET KOMIIbIOTEP OT MHTEpHETA M JOKaNbHOW CETH, €CIIM OH K HEl
OBLI MMOAKJIIOYEH,

5.2.2.2. ecny CUMIITOM 3apa)KEHUSI COCTOUT B TOM, YTO HEBO3MOYKHO 3arpy3UThCs C
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KECTKOT0 JMCKa KOMIbIOTEpa (KOMIBIOTEP BBIJACT OIIMOKY MpU MOAKIIOYEHHUN),
3arpy»aeTtcs B peKHMMeE 3alUThl OT COOEB WJIM C JUCKA aBapUiHOM 3arpy3ku Microsoft
Windows, koTopblii OblT cO30aH IpHU YCTAHOBKE OINEPALMOHHOM CHUCTEMBI Ha
KOMIIBIOTED;

5.2.2.3. coxpaHsieT pe3yJibTaThl pabOThl Ha BHEIIHEM HocuTene (auckere, CD-
ucKe, ieni-kapTe u mp.);

5.2.2.4. 0OHOBISIET CUTHATYPY YIPO3 MIPOTPAMMBEI,

5.2.2.5. 3amyckaeT MOJHYIO MPOBEPKY KOMIBIOTEPA;

5.2.2.6. IpOBOJUT JIEYEHUE UITM YHUUTOXKEHHUE 3apaKEHHBIX (halisIoB;

5.2.2.7. B ciydae OOHapy>K€HHSI HOBOTO BHUpPYyCa, HE TOAAIOIIETOCS JICYCHHIO
IPUMEHSIEMbIMU AHTUBUPYCHBIMU CpEACTBAMM, O053aH HalpaBUTh 3apaKEHHBIN
BUpYycOM (pail1 Ha TMOKOM MarHMTHOM JMCKE B OpraHM3alfio, ¢ KOTOPOW 3aKII0YeH
JIOTOBOP HAa aHTUBUPYCHYIO MOAEPIKKY JUIsl JaTbHEUILEro UCCIe0BAHNUS.

5.2.3. yBeIOMIIIET  PYKOBOJMUTENS  OOpa30BaTENbHOTO  yupexiaceHuss o0
oOHapy>KeHUH BHpYyCa U MOCIEACTBUSAX €r0 BO3CHCTBHUSI.

6. OTBeTCTBEHHOCTDH

6.1. OTBETCTBEHHOCTh 3a OpPTraHMU3AIMI0 AHTUBHPYCHOW 3aIlUTBl CPEACTB
nH(pOpMaTU3aLMK BO3JaraeTcs Ha PyKOBOJAUTENS 00pa30BaTEIbHOIO YUPEKICHUS WU
JUIO UM Ha3HAYEHHOE.

6.2. OTBETCTBEHHOCTH 3a MPOBEICHHE MEPONPUSITUN AHTUBHUPYCHOIO KOHTPOJS B
00pa30BaTEIbHOM YUPEXKJIEHUM U coOMtoieHne TpeOoBaHuid Hactosmed WMHcrpykumu
BO3JIaracTcs Ha OTBETCTBEHHOIO 3a OOECIEYEeHHWE AHTUBMPYCHOM 3alllUuThl CPEICTB
nH(pOpMaTH3ALINY.

6.3. [leprioguueckuil KOHTPOJIb 32 COCTOSIHUEM AHTHBHPYCHOM 3alllUTHI CPENICTB
nH(bOopMaTH3aLMK B 00pa30BaTEIbHOM YUPEKACHUN OCYILECTBIISIETCS] PYKOBOIUTENIEM.



